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ANA CORE PRINCIPLES ON CONNECTED HEALTH MAPPED TO THE CODE OF ETHICS FOR
NURSES WITH INTERPRETIVE STATEMENTS

Principle 1

The use of connected health technologies does not alter the standards of professional practice when
delivering healthcare, conducting research, or providing education. Developed by each profession, in this
case nursing, these standards focus on the healthcare professional’s responsibility to provide lawful,
evidenced-based and high-quality personalized care regardless of the method of delivery, grounded in the
Nurses Code of Ethics.

IS 4.3 Nurses have a responsibility to define, implement, and maintain standards of
professional practice. Nurses must plan, establish, implement, and evaluate review
mechanisms to safeguard patients, nurses, colleagues, and the environment. These
safeguards include peer review processes, staffing plans, credentialing processes, and
guality improvement and research initiatives.

OR

IS 7.2 Practice standards must be developed by nurses and grounded in nursing’s ethical
commitments and developing body of knowledge. These standards must also reflect
nursing’s responsibility to society...Professional autonomy and self-regulation are
necessary for implementing nursing standards and guidelines and for assuring quality care.

Principle 2

As connected health is a method of healthcare delivery, the healthcare provided is subject to the same
healthcare laws and board oversight as the healthcare provided in-person.

Healthcare professionals should understand, however, that due to the nature of connected health

business models, certain interstate commerce, fraud and abuse and other applicable state and federal laws
not commonly encountered when delivering healthcare in-person may apply.

IS 7.2 Nursing identifies its own scope of practice as informed, specified, or directed by state
and federal law and regulation, by relevant societal values, and by the Code of Ethics for
Nurses with Interpretive Statements and other foundational documents.

OR

IS 3.5 Nurses must be alert to and must take appropriate action in all instances of
incompetent, unethical, illegal, or impaired practice or actions that place the rights or best
interests of the patient in jeopardy. To function effectively, nurses must be knowledgeable
about ANA’s Code of Ethics for Nurses with Interpretive Statements; standards of practice
for the profession; relevant federal, state, and local laws and regulations; and the employing
organization’s policies and procedures.

OR

IS 4.3 Nurses must not engage in practices prohibited by law or delegate activities to others
that are prohibited by their state nurse practice acts or those practice acts of other
healthcare providers.
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Principle 3
Healthcare services delivered via connected health technologies should prioritize improving access to

quality healthcare that is guided by best available evidence, accepted clinical standards, and best
practices. These services must include deployment of appropriate technological modalities which meet
the patient’s needs, are practical and easy to use, and align with specific patient location and care setting.

IS 4.1 In every role, nurses have vested authority, and are accountable and responsible for
the quality of their practice. Additionally, nurses must always comply with and adhere to
state nurse practice acts, regulations, standards of care, and the Code of Ethics for Nurses
with Interpretive Statements.

OR
IS 4.2 Nurses in all roles are accountable for decisions made and actions taken in the course

of nursing practice. Systems and technologies that assist in clinical practice are adjunct to,
not replacements for, the nurse’s knowledge and skill. Therefore, nurses are accountable
for their practice even in instances of system or technology failure.

Principle 4
Professional practice and healthcare delivery, regardless of venue and channel of delivery, mandates that

healthcare professionals meet state specific regulatory and institutional requirements in accordance with
scope of practice. Due to variations in practice rules and regulations across states and facilities, providers
must practice respective of these variations whilst delivering care via connected health.

IS 4.3 Educational resources should be provided by agencies or organizations and used by
nurses to maintain and advance competence.

OR

IS 3.3 Inherent in professional nursing is a process of education and formation. That

process involves the ongoing acquisition and development of the knowledge, skills, essential
for professional practice.

Principle 5
Nursing and other healthcare professions are responsible for developing their own competencies to ensure

the safe, effective and competent delivery of healthcare via connected health technologies using a patient-
and family-centered team-based approach.

IS 5.5 Nurses must maintain competence and strive for excellence in their nursing practice,
whatever the role or setting. Nurses are responsible for developing criteria for evaluation of
practice and for using those criteria in both peer and self-assessments. To achieve the
highest standards, nurses must routinely evaluate their own performance and participate in

substantive peer review.

Principle 6
Healthcare services delivered via connected health technologies should be congruent with in-person care

and must adhere to the best available evidence that represents current and emerging interdisciplinary
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standards of care, while recognizing the limitations inherent in technology to ensure optimal patient-

centered outcomes.

IS 7.3 Nurse executives and administrators must foster institutional or agency policies that
reinforce a work environment committed to promoting evidence informed practice and to
supporting nurses’ ethical integrity and professionalism. Nurse researchers and scholars
must contribute to the body of knowledge by translating science; supporting evidence
informed nursing practice; and advancing effective, ethical healthcare policies,
environments, and a balance of patient-nurse interests.

OR

IS 2.3 The complexity of health care requires collaborative effort that has the strong
support and active participation of all health professions. Nurses should foster collaborative
planning to provide safe, high-quality, patient-centered health care. Nurses are responsible
for articulating, representing, and preserving the scope of nursing practice, and the unique
contributions of nursing to patient care.

Principle 7
When using connected health technologies, the integrity and therapeutic value of the patient-healthcare
professional relationship should be established, maintained, and promoted via connected health.

IS 2.4 Nurse—patient and nurse—colleague relationships have as their foundation the
promotion, protection, and restoration of health and the alleviation of pain and suffering.
Nurse—patient relationships are therapeutic in nature but can also test the boundaries of
professionalism.

Principle 8

Safeguards must be taken with the transmission of electronic information and communication conducted
using connected health technologies in all connected health practice settings. This practice upholds the
highest level of ethical conduct in the secure management of patient health information, patient privacy
and confidentiality and protection against unauthorized breach of information. This includes informing
patients of the use of third-party technology providers, the risk of disruption in the integrity of those
providers’ data management practices, and a commitment to protecting patients from such event.

IS 3.1 Confidentiality pertains to the nondisclosure of personal information that has been
communicated within the nurse—patient relationship. Central to that relationship is an
element of trust and an expectation that personal information will not be divulged without
consent. The nurse has a duty to maintain confidentiality of all patient information, both
personal and clinical in the work setting and off duty in all venues, including social media or
any other means of communication... The patient’s well-being could be jeopardized, and
the fundamental trust between patient and nurse could be damaged by unauthorized access
to data or by the inappropriate or unwanted disclosure of identifiable information.
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Principle 9
Documentation requirements for healthcare services delivered via the utilization of connected health
technologies should be consistent with requirements applicable to all other patient encounters.

IS 3.1 Nurses safeguard the right to privacy for individuals, families, and communities. The
nurse advocates for an environment that provides sufficient physical privacy, including
privacy for discussions of a personal nature. Nurses also participate in the development and
maintenance of policies and practices that protect both personal and clinical information at
institutional and societal levels.

Principle 10

Patients involved in a connected health encounter should be informed about the process, the inherent risks
and benefits, and their rights and responsibilities, in compliance with applicable federal and state laws.
Informed consent for connected health may not need to be independent from other informed consent for
treatment although mechanisms for obtaining electronic consent should comply with applicable federal
and state laws.

IS 1.4 Patients have the moral and legal right to determine what will be done with and to
their own person; to be given accurate, complete, and understandable information in a
manner that facilitates an informed decision; and to be assisted with weighing the benefits,
burdens, and available options in their treatment, including the choice of no treatment.
OR

IS 3.2 Information needed for informed consent includes the nature of participation;
potential risks and benefits; available alternatives to taking part in the study; disclosure of
incidental findings; return of research results; and an explanation of how the data will be
used, managed, and protected. Those details must be communicated in a manner that is
comprehensible to the patient or a legally authorized representative. Prior to initiation, all
research proposals must be approved by a formally constituted and qualified institutional
review board to ensure participant protection and the ethical integrity of the research.

Principle 11

The safety of patients and healthcare professionals must be ensured. Hardware and software compliance
with safety and security standards, the appropriateness of a connected health approach to the situation and
demonstrated patient and provider user competency are essential components of safe connected health
practice.

IS 3.1 Information used for purposes of continuity of care, education, peer review,
professional practice evaluation, third-party payments, and other quality improvement or
risk management mechanisms may be disclosed only under defined policies, mandates, or
protocols. These written guidelines must ensure that the rights, safety, and well-being of the
patient remain protected. Information disclosed should be directly relevant to a specific
responsibility or a task being performed. When using electronic communications or
working with electronic health records, nurses should make every effort to maintain data
security.
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Principle 12
In order to inform connected health, and ensure the best outcomes, it is essential that the assessment,

evaluation, and study of all aspects of connected health are ongoing and systematic. This research should
include key stakeholders as primary informants and the resulting evidence utilized in the development and
implementation of connected health guidelines and best practices.

IS 8.3 Advances in technology, genetics, and environmental science require robust
responses from nurses working together with other health professionals for creative
solutions and innovative approaches that are ethical, respectful of human rights, and
equitable in reducing health disparities. Nurses collaborate with others to change unjust
structures and processes that affect both individuals and communities.

Principle 13
Policies governing the practices and reimbursement of healthcare should be continuously updated and

modernized to allow for the integration, national adoption, and sustainability of connected health.

IS 7.3 Nurse executives and administrators must foster institutional or agency policies that
reinforce a work environment committed to promoting evidence informed practice and to
supporting nurses’ ethical integrity and professionalism. Nurse researchers and scholars
must contribute to the body of knowledge by translating science; supporting evidence
informed nursing practice; and advancing effective, ethical healthcare policies,
environments, and a balance of patient-nurse interests...Nurse researchers and scholars
much contribute to the body of knowledge by translating science; supporting evidence
informed nursing practice; and advancing effective, ethical healthcare policies,
environments, and a balance of patient-nurse interests.
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